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1. Purpose

This policy outlines how personal health information (PHI) is collected, used, disclosed, stored, retained,
and protected within the Bowden Speech and Language Therapy practice. It ensures compliance with
PHIPA and alignment with CASLPO Practice Standards and ethical obligations.

2. Scope

This policy applies to:
e Registered Speech-Language Pathologists
e Students and volunteers

e Support personnel (CDAs and SLAs) and administrative staff

3. Definitions

Personal Health Information (PHI): Identifying information about an individual relating to physical,
mental, or communicative health, assessments, diagnoses, intervention, or payment for care.

Health Information Custodian (HIC): The organization (Bowden Speech and Language Therapy) with
custody or control of PHI under PHIPA.

Agent: A person authorized to act on behalf of the HIC with respect to PHI. These are the individual
independent contractors of Bowden Speech and Language Therapy.

General expectations:
This practice is committed to:
e Protecting client confidentiality and privacy
e Respecting client autonomy and informed consent

e Limiting collection, use, and disclosure of PHI to what is necessary
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e Ensuring transparency and accountability

5. Collection of Personal Health Information
PHI is collected only as necessary to:
¢ Provide speech-language pathology services

¢ Communicate with other members of the client’s circle of care or care team outside of our
practice.

e Meet legal, regulatory, and professional obligations

Collection occurs directly from the client or substitute decision-maker whenever possible, in accordance
with PHIPA.

6. Consent for Use and Disclosure
6.1 Implied Consent

Implied consent is relied upon for the collection, use, and disclosure of PHI within the client’s circle of care
for the purpose of providing health care, unless the client has expressed otherwise. At Bowden Speech
and Language Therapy, the circle of care would include the administrative team, direct therapy providers,
and supervising Speech-Language Pathologists.

6.2 Express Consent
Express consent is obtained when:

e The client relationship is initiated, and initial PHI is shared with team members. Clients or their
families are informed during their intake phone call that health information shared will be stored in
accordance with PHIPA regulations. In keeping with CASLPO guidance, the client-practitioner
relationship begins when PHI is shared. As such, clients must consent to the collection,
retention/destruction, use, and disclosure of PHI at intake.

e PHlis shared with team members within Bowden SLT for the purpose of consultation and therapy
support.

e PHI is shared outside the circle of care, such as to dentists, doctors, teachers, or other team
members not directly involved in the client’s care at Bowden Speech and Language Therapy.
While we ask clients to indicate these individuals in their written consent forms, express
verbal consent at the time of disclosure is also required.

e Information is used for non-care purposes (e.g., teaching, marketing, consultation not directly
related to care)

¢ Required by law or professional standards

Consent decisions and restrictions are documented in the client record.
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7. Lockbox (Withholding or Withdrawing Consent)

Clients may withhold or withdraw consent for the sharing of specific PHI. Such restrictions are:

Clearly documented
Communicated to relevant providers as required

Respected unless disclosure is necessary to prevent serious risk of harm

8. Safeguarding Personal Health Information

Reasonable administrative, physical, and technical safeguards are implemented, including:

Use of the Jane electronic medical record system for storing all therapy notes and for sharing
reports with clients/appropriate family members.

o Jane’s privacy policy: htips://jane.app/legal/privacy-policy

Shredding of paper notes or complete deletion of digital files when they are no longer needed.
Any notes related to daily charting should be destroyed once the final chart note is uploaded to
the client’s file. This is to occur within a “reasonable time frame” as per CASLPO standards. The
expectation at Bowden SLT is that notes are finalized and drafts deleted within 7 days of a
therapy session or a school services assessment or update, and 14 days of a private
assessment. Copies of therapy plans or reports may be kept on therapy providers’ computers,
provided they are kept on encrypted drives under double passcode safeguards.

Encryption of all computers, phones, or external storage devices used for documentation, and
yearly confirmation of encryption.

Use of firewalls and anti-virus software and documentation of use for all contractors.
Private spaces for clinical discussions (closed therapy room doors).
Confidential handling of verbal information

Consent for use of Al chart generation withing the Jane system and deletion of Al recording when
charting is finalized.

9. Electronic Communication and Virtual Care (Additional information in our Virtual Care Policy)

When using electronic communication or virtual therapy:

Use of email limited to initial contact and scheduling of sessions. Personal health information and
identifying information should not be shared by email. In the rare events that a report must be
emailed to a family, explicit consent must be obtained, and reports must be sent using encryption
and password protection. Passwords must be sent in separate emails from the encrypted file.
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o Fordiscussions related to PHI not held within therapy sessions, clients are encouraged to
communicate using the Jane App messaging system, rather than by email or text message.
Therapy providers should make clients aware of this method of communication in their initial
visits. Therapy providers should ask families to use Jane messaging should they communicate
PHI using a less secure method. For provider reports, hard copies or faxed copies should be
obtained and uploaded to Jane. Encrypted email should be used as a last resort.

e Secure platforms are used whenever possible. We use Zoom Professional for virtual sessions
with settings that eliminate data collection by Zoom and by users.

o Clients are informed of privacy risks related to email and virtual therapy use
o Express consent is obtained where required (e.g., when emailing a document).

e Privacy discussions are documented in the clinical record.

10. Access to Records and Corrections
Clients have the right to:

e Access their health records

¢ Request correction of factual errors

Requests are addressed within timelines required by PHIPA (within 30 days). Records are maintained in a
professional, objective, and respectful manner consistent with CASLPO documentation standards. All
interactions with a client are documented in the record.

11. Privacy Breaches
A privacy breach includes unauthorized access, use, or disclosure of PHI.
In the event of a breach, the practice will:

1. Contain the breach

2. Assess the risk

3. Notify affected individuals and authorities as required. In the case of a significant breach, the
Privacy Commissioner of Ontario and CASLPO may be informed.

4. Document the incident
5. Implement corrective actions

6. Track and report Breaches to the Privacy Commissioner of Ontario on a yearly basis.
12. Students and Support Personnel
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e Access PHI only as necessary to perform assigned duties.

e Receive training on privacy and confidentiality in the form of this policy and yearly privacy
training.

e Are supervised appropriately

o Client’s are informed of student and support personnel’s access to PHI and are required to give
express consent for sharing of this information.

The supervising SLP remains accountable for compliance with PHIPA and CASLPO standards.

13. Record Retention and Destruction

Records are retained and destroyed in accordance with CASLPO record retention requirements and
PHIPA. Secure methods are used for destruction of both paper and electronic records.

All computers, phones, and external storage devices used for documentation are encrypted and proof of
encryption is documented. Only intervention plans and current reports are housed on computers;
otherwise all PHI is kept in a client’s online medical record. Upon discharge, all documentation related to
a client is shredded, or completely removed from a computer (i.e., recycle bin deleted).

Records are retained for 10 years, or 10 years after a client turns 18 in the case of pediatric clients.

14. Independent contractor agreement to maintain privacy and confidentiality.

On a yearly basis as part of their contracts, all contractors of Bowden Speech and Language Therapy are
required to agree to the following:

Confidentiality

13. The Contractor acknowledged that they will receive confidential information including Personal
Health Information due to the nature of their contract. The Contractor must maintain the medical health
record in strictest confidence in accordance with the provisions of the Personal Health Information
Protection Act (PHIPA), other applicable legislation and CASLPO specific regulations. It is the
responsibility of the Contractor to understand and apply these provisions.

14. The Contractor agrees to comply with all confidentiality policies and procedures of Bowden
Speech and Language Therapy. This includes encryption of personal computers and external memories
drives (including phones). It is the Contractor’s responsibility to protect the records in their possession
against loss, theft, fire, tampering, copying or unauthorized access. In signing this agreement, the
contractor confirms that they understand what personal health information is, and that they will comply
with the double lock standard for safeguarding this information.

15. The Contractor agrees that they will not disclose, divulge, reveal, report or use, for any purpose,
any confidential information which the Contractor has obtained, except as authorized by the Client or as
required by law. The obligations of confidentiality will apply during the term of this Agreement and will
survive indefinitely upon termination of this Agreement.
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15. Policy Review

This policy is reviewed regularly and updated to reflect changes in legislation, CASLPO standards, or
practice operations.

Signature:
Name/Title:
Date:
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